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VDRP — Release — 5.0.0.26 - MFA

Introduction

The FAA IT team is implementing Multi Factor Authentication (MFA). This is a major milestone for the
FAA as a whole and provides the next level layer of security.

Note: To complete the security set up, the RE user will need to Install OKTA on their mobile device.

Existing VDRP users

All existing RE users should follow the registration process outlined in Part 1: “Registering and activating
Okta” of this document to access VDRP.

Part 1: Registering and activating Okta

1.1 Installing OKTA

1. For iPhone Users:
a. Navigate to the app store and select:

i. Google Authenticator/OKTA App Store Search in App
Verify/Security Key or
Biometric Authenticator Okta Verify
b. Download and install .the app from the Busine & Cl)
AppStore on the mobile device. deh ket 36.

2. For Android Phone Users:
a. Navigate to Google Play and select:
i. Google Authenticator/OKTA
Verify/Security Key or
Biometric Authenticator
b. Download and install the app from
/Google play on the mobile device.

Authenticator

3. After downloading the app on the mobile device: follow these steps in sequence:
a. Open Okta Verify/Google Authenticator/ Security Key or Biometric Authenticator and follow the
instructions.
Tap Add Account.
Click on Organization.
d. Click Yes, Ready to scan.

o




e. Scan the QR code displayed on your computer in step 4 by using camera.
f. Click Done on Account added.



1.2 New RE (External) user Registering in Okta

Steps Expected Result
1. To access VDRP application, The warning page with the “Agree” button is displayed.
click on the VDRP URL

https://vdrp.faa.gov and click
on “Agree” button within the
Warning page.

St to content

8 Federal Aviation
A\ Administration

nnnnnnnnnnn

VDRP - Voluntary Disclosure Reporting Program

WARNING™WARNING“WARNING

« Atany ime.

interception, and search

used for any

WARNINGWARNINGWARNING

Skip o content

and (5) all cloud

2. User will be directed to the
OKTA Sign In page. As a
new RE VDRP User, click on
the New User? Register for
an external account;
highlighted in red.

The Okta Sign in page opens:

Weleome to the FAA's new MyAccess login
Federal PIV/CAC Holder? Froceed to sign:in below
Fighty e )

Sign in using MyAccess

Email Address

OR

For Fas users only
S

Sign in with DOT/FAA PIV

Sign in with Federal CAC/PIV

oR
Don't have an account? Sign up



https://vdrp.faa.gov/

Enter your First Name, Last
Name, Email Address, and
select a method for identity
verification.

Last 4 Digits of you SSN or
Capture Govt Issued ID
document using mobile
phone.Check "I am not a
robot" and click "Submit"

Okta Registration page is displayed.

How we protect your privacy  Registration Help

eass do not proceed if you are 3 ral empiloyes or
0 Please do sed if ialed feceral

* MyACCEss reisiration inkite by the faloaing aophcation

VDRP - ¥oluntary Disclosure Reporting Program -

* First Name Mickse Mame
Andraw | I
* Last Name: S
Sea! suE A
* Eman Andress
Sedect an oplion DEIGW 10 Ve YOour kentity
Govemment issued 1D doCUMEN! using Mobke phone

F |

I'm naot & robet

The RE User will see the next
screen to consent to provide
personal information to
continue for registration.

The user consent page is displayed.

In order to verify your identity, we must first collect and

validate sonal information about you. This data

will be processed by a third party in real time and will

not be kept or stored r the proces complete

Typically, the whole process takes about 2 - 3 minutes.

Please click the Confirm button below to proceed.




Clicking on the confirm button
above will display the screen for
the RE User to fill in the required
information for validating
Identity. Select to receive an
one-time passcode (OTP) on your
mobile phone, as either a SMS or
voice message. Click
"Confirmation Information".

The required personal information page is displayed.

n order to validate your identity, we need to collect
some information about you. This information will not be
saved or stored.

* Indicates a required field

Full Name *

AT Qrereied

Residential Address *

2591 Brunswick Ct Kissimmee, FL 34743, US

Mobile phone ®

Date of Birth *

N Y'Yy

Last & Social Security Number *

&




6. Enter the one time Code sent The page to enter the code sent to your movile device is displayed.
to your mobile phone and click

on “Confirmation
Information”

7. Upon successful submission, A successful message is displayed instructing user to check their email.
you (RE User) will receive:

a. web confirmation that the @ Wyaccess-Sinin X @ Fegsuaton ucces X + v = X
M € C © @& myaccessreg-stage.faa.gov/submitForm 2 % % 0
form was submitted
Managed bookmarks FAAResourceLinks @ Leaming Home Ma SWIM 38 Wiki ¥ Jira [B Costpoint8 % elMS @ FAAMyIT ServiceC.. Ma CSPT @ SWIMS Migration @ Tyrion-MFA

successfully and

b. You will receive
instructions in your email
to activate account. How we protect your privacy  Registration Help

@ United States Department of Transportation About DOT  Our Activities ~ Areas of Focus

MyAccess External User Registration

(® contact

You have successfully initiated your account registration.
An email has been sent to your account. test58@yopmail.com with steps to
complete the account registration process.




1.3 Activating OKTA Registration

To Activate MyAccess Account the RE User will access their email and view the message provided
from OKTA to complete their new OKTA registration.

Please follow this part and steps below on your computer and not your mobile
device.

1. Inthe registration email, click | A successful message is displayed instruction user to check their email.
on ‘Activate my Access
Account’ link. Activate Your FAA MyAccess Account!

2, Okta <noreply@okta.com>

®Thufsda)r. May 11, 2023 2:40:58 PM

=) Show pictures

MyAccess CIAM - Activate your account

count to access mufiple FAA
me and pass’ L}

To begin using this account, click on the following link {which can only be
done once) fo activate it

2. User will be redirected to
the new user OKTA set up

page. Click on the ‘Set up’ @
button.

Set up security methods

Set up required

Password




3. In the next screen, the RE
user will be directed to the
OKTA password screen.
Create a new password based
on the OKTA password
requirmentents and click the
‘Next’ button.

Note: the authenicator should
be installed on the user’s
mobile device to proceed to the
next steps.

Welcome to the FAA's new Myéccess login
Federal PIV/CAC Holder? Proceed to sign-in below
First Time Here? Activate an existing external account

Mew User? Register for an external account

Set up password
e o v
(8) testsB@yopmail.com
Password requirements:

s« At least 8 characters
= Mo parts of your usernams

Enter password

[T X I TTITTITI L [ 3 ‘
Re-enter password
ii.iliiiiill-l 9. ‘

MNext

Return to authenticator list

Back to sign in




1.4 Setting up Authenticator

The RE user will see the next

screen for setting up security

methods. The user can select

one of the following set-up

options and click Set Up

button:

a. Google Authenticator

b. OKTA Verify

c. Security Key or
Biometric Authenticator

Welcome to the FAA's new MyAccess login
Federal PIV/CAC Holder? Proceed to sign-in below
First Time Here? Activate an existing external account

New User? Register for an external account

®

Set up security methods

Pt . oy o 1
(8 testSBEyopmailcom

Security methods help protect your account
by ensuring only you have access.

Set up required

@ Google Authenticator
Enter a temporary code generated
from the Google Authenticator app.
Used for access

Setup

e Okta Verify
Okta Verify is an authenticator app.
installed on your phone, used to
prove your identity
Used for access

Setup

@ Security Key or Biometric
Authenticator
Use a security key or a biometric
authenticator to sign in
Used for access

Setup

4. Once the setup is complete. Scan the QR code by using your mobile device’s camera. Click Done on

Account added.




Wekome to the FAA's new My Access login
Federal PIV/CAC 1-lollder" Proceed to s gn-in below
First Time Here? Activate an existing external account

New User? Reg Sier for an external account

Set up Okta Verify

®

On your mob ice. download Okta
Verify app from the App Store (iPhone and
Pad) or Google Play (Android

2 Open the app and follow instructions to
add your account

3. When prompted. Scan a QR code.
scan the QR code be

Return to authenticator list

Back to sign in



mailto:lest58@yopmail.com

5. After scanning the bar code the user will be directed to the following page. Please click on “Set
Up Later”.

@ gruroddopotre-1708@yopmail.com

Security methods help protect your account
by ensuring only you have access.

Set up optional

e Okta Verify
Okta Verify is an authenticator app.
installed on your phone. used to
prove your identity
Used for access

Setup

@ Security Key or Biometric
Authenticator

Use a security key or a biometric
authenticator to sign in
Used for access

Setup

Set up later

Back to sign in

Technical Support:
1(844) FAA-MYIT or 1 (844) 322-6948
helpdesk@faa.gov




6. Once the mobile device and Authenticator are successfully paired, a ‘MyAccess account has
been activated’ screen will be displayed on the computer. Two factore authetication for account
access it set-up. And the user is successfully registered in OKTA.

Your MyAccess account has been activated

You may now proceed to the application
you want to access

This page will automatically be redirected in 7 seconds

Technical Support:
1(844) FAA-MYIT or 1 [B44) 522-6948
helpdesk@faa.gov

Note: at this point the user is still not set up in VDRP. If they attempt to login, they will see the following
message:

TCATRIST T =7y L e e @ C = L B B = R = =)

Federal Aviation
Administration

D

R 00-5am

VDRP - Voluntary Disclosure Reporting Program

“fou are net autherized to use the VORF application. Please comact the Heln Desk,

Fas Order 2000.89

FAA Order 8900643




1.5 Register RE User login into VDRP (view)

To access VDRP application the User will need to be authorized for Access to VDRP. Principal
Inspectors will validate and set up the RE

Once added and Authorized in VDRP, the RE Users upon successful authentication will see the
VDRP Landing page. Steps for RE users accessing VDRP is detailed in part 3.

Skip to content

Announcements

Federal Aviation
Administration

Self Disclosure

« Create SD

- View SD List

- Search

« Search Comp. Fixes
« upload File

Reports
- Data Extract Report

Administration
- Update Profile
- Change Password

Help
« Feedback
* Release Notes

Documents.

« VDRP User Guide

- VDRPFAQs

- Password Reset
Instructions

Voluntary Disclosure Reporting Program -- VDRP

Nahid Sabti Home Logout

Self Disclosure List Export/Print Help
The Self-Disclosure List table displays information about each stage (see below for a brief definition of each stage) in the self-disclosure submission process, and allows the user to
access the required forms for completion.

For New and Open self-disclosures, click on the Next Action link to begin the next step in the self-disclosure submission process

Show Filter Options

b 1 open | Gosed | tejooed

Notification SD Title i Next Action

(Action Required)
17279 Incorrect QRH — Flight Ops 10/27/2015 Initial Notification DALA FltStds
26446 TEST DEV FOR PROD ISSUE 11/1/2019 Initial Notification AALA FltStds
26560 DEV TEST (Please Ignore) 11/27/2019 Initial Notification AALA FitStds
28859 test for hazmat 1/26/2021 Initial Notification AALA FltStds
30507 DEV TEST — PLEASE IGNORE 10/22/2021 Initial Notification AALA FltStds

32109 Dev Test -- Please Ignore 712212022 Initial Notification AALA FitStds




Part 2: Setting up Access for VDRP Users (For Principal
Inspectors only)

Note: PI Users will continue to use the ADMIN Module to set up RE Users (External) and FAA Internal
Users within VDRP.

2.1 Setting Up External RE Users in VDRP

Note: At this point, the PI will be able to verify the user is registered in OKTA, via a new interface.

1. AsaPI User, login to VDRP and click on “OKTA Reg Users” under the Administration menu.

Self Disclosure
« View 5D List
+ Search

+ Search Comp. Fixes

Reports

+ Reporis
« Rollup/Uploaded Reports
« Data Extract Report

Administration

« Update Profile

« OKTA Reg Users

« Add New FAA User
« Edit User

« Change SD Status

« Rescind Case




2. You will be directed to the “OKTA Registered Users” page. Screen shot below.

Federal Aviation
Administration

i Voluntary Disclosure Reporting Program -- VDRP

. Search Comp. Fines :
Bharat Arikstis [grooior o fome Lagout
Reports
a

OKTA Registered Users

Frrathome T Lostiame Eman UscrExtIVORP RegistratonDateTime LastUpdateaDateTime
Bharat Arikatla Bharat CTR Arikatla @fas gov 7/26(2023 51223 AM

. o Bharat Arikatla Bharat CTR Arikatiad1@faa. gor falso 73112023 8.01 58 AM

+ Resand Case
Bharst Arikatia Bharat Arikatls @gmail am s 812023 6:52:33 AM

Hell

e Bharat Arikatta Bharal Arkalla false 8/112023 655 13 AM

T A Rt Shawing 1 t0 £ of 4 entries

Help Dask
+ Edit Case

+ Update 5D 118 Offacial

Documents
+ VDRP User Guide
. Intraduction Cuide
- VDRP FAQe

3. Onthe OKTA Registered Users page, the column “IsUserExistsinVDRP” has two flags:
a. True: Meaning the user is registered in OKTA and is authorized for access to VDRP and
can access VDRP application
b. False: Meaning the user is registered in OKTA but is not authorized for access to VDRP
and cannot access VDRP application.

4. To set-up the RE User with access to VDRP, click on the user’s email, which is a hyperlink.
You will be directed to the “Add New User” screen. Enter all required fields and click Save.

Note: The RE User’s email will be pre-populated and cannot be edited

Federal Aviation
N Administration

Seif Disclosure
+ View 50 Ui

Voluntary Disclosure Reporting Program -- VDRP

Add New User

Ceriificate Hoiding Office belonging to FAR 121 or 135 shal create Senior Office Manager.
Before you create the new user, Click here 1o check If he/she already exists I the system,
*indicates a Required Fiekd

L S—

Please do not use "Apostrophe” on First Name / Last Name when adding a new user.
Last Name* :

+ Reoy
- Upd

i

Email ; [Bharat Arikatiayzgmail com

Phane: [:H, Xk |

(Country Gode) _ (Phone Number) (Extension)
Note: Country Gode is required oniy for Intemational Users
Job Title :

Active User?" :

[ J st | v

5. After the RE User is set-up, they can continue to access the application as captured in part 3 of

this document.



2.2 Setting up FAA Internal Users in VDRP

1. AsaPIUser, click on the VDRP URL https://vdrp.faa.gov/

2. After successful login lick on “Add New FAA User” under the Administration menu. (The link” Add
New User will be renamed to “Add New FAA User”)

Skip to content

Federal Aviation
Administration

Self Disclosure
« View SD List
« Search

« Search Comp. Fixes

Reports

» Reports

« Rollup/Uploaded Reports
« Data Extract Report

Administration

« Update Profile

«» OKTA Reg Users

» Add Mew FAA User
« Edit User

« Change SD Status
+ Rescind Case

3. The application will direct you to the following page to add the new user.


https://vdrp.faa.gov/

Note: The FAA User’s email will not be pre-populated in this screen.

Before you create the new user, Click here to check if he/she already exists in the system.

*indicates a Required Fisld

User Name: [

New User ID* : [

UserID for RE = DesignaterCod

UserID for any FAA user = AVS Login ID

User Type™ : [Federal Aviation Administration V]
User Level” : (Read/Edit User v]
Desig nator IDs* : A3AR - American Airfines, Inc.

- American Airines, Inc.

AALR - American Airfines, Inc.

DALA - Delta Air Lines, Inc.
FDEA - Federal Express Corporation i

= - Indicates the WEBOPSS assigned Designator fer logged-in User, Please add the designator to your user profile before you creste a new user account

Please do not use "Apostrophe” on First Name / Last Name when adding a new user.

Last Name™ : [ ]
First Name™ : [ ]
Email* : L
e.g. userid@company.com
Fias: [ ] [-:xxx:-xxx-xxxx ][
(Country Code) {Phone Number) (Extension)
Mote: Country Code is required only for International Users
Job Title : [ ]
Active User?*: @ves ko

Save And Add Another

4. Please fill out the required information (all fields marked with Asterix) and click on “Save”
button.

5. A confirmation message will be displayed on the screen and the user will be added to the VDRP
application. (In production world/environment, an email will go out to users)

vdrpdevuat.faa.gov says

Your data has been saved.But due to email server problems, automated

email did not go through. Please send the Email manually.




Part 3: Existing VDRP RE User registered in OKTA and authorized
in VDRP, Accessing VDRP

3.1 RE user Accessing VDRP after added to the application by the PI
1. Click on the VDRP URL https://vdrp.faa.gov/ and click on “Agree” from the below screen:

Skpto content

VDRP - Voluntary Disclosure Reporting Program

153 WARNING“WARNING“WARNING
rente fou ate accessing 3 U.S. Govenment authoiized irformation system, which includes (1) tis coputer, (2)this computer netiork, (3) all computers cannecked to tis network, (4) al devices and sorage media attached o fhis neawork or to a sompuder on this netiork, and ol kel
mosersswsss | serviess andhosting environments supportin tis information system, This informaton system s povided for U S. Govemment.authorized use oy

Unauthorized or
By
search,
WARNING“WARNINGWARNING

Contact Us
Contaczuz

Release Version
50025

nnnnnnnnnnnnn

2. Navigate to the Login Page and click and enter Email address

Weelcome to the FAA'S neww MyAccass login
Federal PIV/CAC Hobder? Procesd 1o sgn-in beiow
First Time Here? Activabe an salsiing exiermnal scoount

New Usor? Rogetes fof an enternal account

Sagin In using MySccess

. >

Sign in with DOT/FAA PV

Sign in with Federal CACPY

Dony 't haree an account? Sign up

Teckhnical Support:
B [E5) FARA-NYIT or | [B66) 32205468



https://vdrp.faa.gov/

3. Enter Password and click Verify. You will see the Option to select you validation method.

Welcome to the FAA's new MyAccess login
Federal PIV/CAC Holder? Froceed to sign-in below
First Time Here? Activate an existing external account

New User? Register for an external account

Verify with your password

@ priyatestSS@yopmall.com

Password

waei] e l

Ver if':'

Forgot password?

Help

Back to sign in

Technical Support:
1(B44) FAA-MYIT or 1 (844) 322-6948
helpdesk@faa gov

3.2Validate Using an Authenticator

1. Select an option to enter code.

Welcome to the FAA's new MyAccess login
Federal PIV/CAC Holder? Proceed to sign-in below
First Time Here? Activate an existing external acocount

New User? Register for an external acoount

Verify it's you with a security method

(B priyatestsS@yopmailcom

Select from the following options
G Enter a code .
Okta Verify Select

Cet a push notification
e Okita Verify

Select
el

Back to sign In

Technical Support:
1 (844) FAA-MYIT o | (844) 322-6948
helpdeski@faagov




2. Enter the code from your mobile device. Depending on the app that the user download and the
phone type, they will see the following options.
a. Ifusing Okta Verify, following code verification page will display

Welcome to the FAA's new MyAccess login
Federal PIV/CAC Holder? Proceed to sign-in below
First Time Here? Activate an existing external account

MNew User? Register for an external account

Enter a code

Enter code from Okta Verify app

Technical Support:
1(B44) FAA-MYIT or 1 (B44) 322-6948
helpdesk@faa gov

(3} all computers connected to this network, (4) all devices an

b. Ifusing Google Authenticator, following code verification page will display

Q
#

Verify with Google Authenticator

(@) Bharatctrarikatla@faa.gov

Enter the temporary code generated in your
Google Authenticator app
Enter code

76

Verify with something else

Back to signin

DOT Support:
3. Click on Verify and upon successful authentication the RE user will see the VDRP RE Landing
Page:




3.3 Landing Page View Upon Validation

Skip to content

Announcements

Federal Aviation
Administration

Self Disclosure

* Create SD

= View SD List

+ Search

- Search Comp. Fixes
+ Upload File

Reports
« Data Extract Report

Administration
« Update Profile
« Change Password

Help
- Feedback
- Release Notes

Documents

* VDRP User Guide
VDRP FAQs
Password Reset

Instructions

Voluntary Disclosure Reporting Program -- VDRP

Nahid Sabti Home Logout

Self Disclosure List Export/Print Help
The Self-Disclosure List table displays information about each stage (see below for a brief definition of each stage) in the self-disclosure submission process, and allows the user to
access the required forms for completion.

For New and Open self-disclosures, click on the Next Action link to begin the next step in the self-disclosure submission process.

Show Filter Options.

e T oper | closed | Rejeces

Notification Next Action DesignatoriD
(Action Required e

v

17279 Incorrect QRH — Flight Ops 10/27/2015 Initial Notification DALA FitStds
26446 TEST DEV FOR PROD ISSUE 11/1/2019 Initial Notification AALA FltStds
26560 DEV TEST (Please Ignore) 11/27/2019 Initial Notification AALA FitStds
28859 test for hazmat 1/26/2021 Initial Notification AALA FltStds
30507 DEV TEST — PLEASE IGNORE 10/22/2021 Initial Notification AALA FltStds
32109 Dev Test - Please Ignore 7/22/2022 Initial Notification AALA FltStds

3.4 Existing VDRP users

All existing RE users should follow the registration process outlined in Part 1: Registering and activating
Okta of this document to access VDRP




	Introduction
	Existing VDRP users

	Part 1: Registering and activating Okta
	1.1 Installing OKTA
	1.2 New RE (External) user Registering in Okta

	Part 2: Setting up Access for VDRP Users (For Principal Inspectors only)
	2.1 Setting Up External RE Users in VDRP
	2.2 Setting up FAA Internal Users in VDRP

	Part 3: Existing VDRP RE User registered in OKTA and authorized in VDRP, Accessing VDRP
	3.1 RE user Accessing VDRP after added to the application by the PI
	3.2 Validate Using an Authenticator
	3.3 Landing Page View Upon Validation
	3.4 Existing VDRP users


