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VDRP – Release – 5.0.0.26 - MFA 

 
Introduction 
The FAA IT team is implementing Multi Factor Authentication (MFA). This is a major milestone for the 
FAA as a whole and provides the next level layer of security. 

Note: To complete the security set up, the RE user will need to Install OKTA on their mobile device. 
 
 

Existing VDRP users 

All existing RE users should follow the registration process outlined in Part 1: “Registering and activating 
Okta” of this document to access VDRP. 

 

Part 1: Registering and activating Okta 

1.1 Installing OKTA 
 
 
 

1. For iPhone Users: 
a. Navigate to the app store and select: 

i. Google Authenticator/OKTA 
Verify/Security Key or 
Biometric Authenticator 

b. Download and install the app from the 
AppStore on the mobile device. 

 

 

2. For Android Phone Users: 
a. Navigate to Google Play and select: 

i. Google Authenticator/OKTA 
Verify/Security Key or 
Biometric Authenticator 

b. Download and install the app from 
/Google play on the mobile device. 

 
 

 

 

3. After downloading the app on the mobile device: follow these steps in sequence: 
a. Open Okta Verify/Google Authenticator/ Security Key or Biometric Authenticator and follow the 

instructions. 
b. Tap Add Account. 
c. Click on Organization. 
d. Click Yes, Ready to scan. 



e. Scan the QR code displayed on your computer in step 4 by using camera. 
f. Click Done on Account added. 



1.2 New RE (External) user Registering in Okta 
 
 
 

Steps Expected Result 
1. To access VDRP application, 

click on the VDRP URL 
https://vdrp.faa.gov and click 
on “Agree” button within the 
Warning page. 

The warning page with the “Agree” button is displayed. 

2. User will be directed to the 
OKTA Sign In page. As a 
new RE VDRP User, click on 
the New User? Register for 
an external account; 
highlighted in red. 

The Okta Sign in page opens: 

 
 

 

 

https://vdrp.faa.gov/


3. Enter your First Name, Last 
Name, Email Address, and 
select a method for identity 
verification. 
Last 4 Digits of you SSN or 
Capture Govt Issued ID 
document using mobile 
phone.Check "I am not a 
robot" and click "Submit" 

Okta Registration page is displayed. 

 
 
 
 
 
 
 
 
 
 
 
 
 

4. The RE User will see the next 
screen to consent to provide 
personal information to 
continue for registration. 

The user consent page is displayed. 



5. Clicking on the confirm button 
above will display the screen for 
the RE User to fill in the required 
information for validating 
Identity. Select to receive an 
one-time passcode (OTP) on your 
mobile phone, as either a SMS or 
voice message. Click 
"Confirmation Information". 

The required personal information page is displayed. 



6. Enter the one time Code sent 
to your mobile phone and click 
on “Confirmation 
Information” 

The page to enter the code sent to your movile device is displayed. 
 

 
 
 

7. Upon successful submission, 
you (RE User) will receive: 
a.  web confirmation that the 

form was submitted 
successfully and 

b. You will receive 
instructions in your email 
to activate account. 

A successful message is displayed instructing user to check their email. 



1.3 Activating OKTA Registration 

To Activate MyAccess Account the RE User will access their email and view the message provided 
from OKTA to complete their new OKTA registration. 

Please follow this part and steps below on your computer and not your mobile 
device. 

1. In the registration email, click 
on ‘Activate my Access 
Account’ link. 

A successful message is displayed instruction user to check their email. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

2. User will be redirected to 
the new user OKTA set up 
page. Click on the ‘Set up’ 
button. 



3. In the next screen, the RE 
user will be directed to the 
OKTA password screen. 
Create a new password based 
on the OKTA password 
requirmentents and click the 
‘Next’ button. 

 
Note: the authenicator should 
be installed on the user’s 
mobile device to proceed to the 
next steps. 



1.4 Setting up Authenticator 

 
4. The RE user will see the next 

screen for setting up security 
methods. The user can select 
one of the following set-up 
options and click Set Up 
button: 
a. Google Authenticator 
b. OKTA Verify 
c. Security Key or 

Biometric Authenticator 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

4. Once the setup is complete. Scan the QR code by using your mobile device’s camera. Click Done on 
Account added. 



 

 

 

 

® lest58@yopmail.com 

 
 

 
 

 

 

 

mailto:lest58@yopmail.com


5. After scanning the bar code the user will be directed to the following page. Please click on “Set 
Up Later”. 

 
 



6. Once the mobile device and Authenticator are successfully paired, a ‘MyAccess account has 
been activated’ screen will be displayed on the computer. Two factore authetication for account 
access it set-up. And the user is successfully registered in OKTA. 

Note: at this point the user is still not set up in VDRP. If they attempt to login, they will see the following 
message: 

 



1.5 Register RE User login into VDRP (view) 

To access VDRP application the User will need to be authorized for Access to VDRP. Principal 
Inspectors will validate and set up the RE 

Once added and Authorized in VDRP, the RE Users upon successful authentication will see the 
VDRP Landing page. Steps for RE users accessing VDRP is detailed in part 3. 

 
 
 



Part 2: Setting up Access for VDRP Users (For Principal 
Inspectors only) 

 
Note: PI Users will continue to use the ADMIN Module to set up RE Users (External) and FAA Internal 
Users within VDRP. 

2.1 Setting Up External RE Users in VDRP 
 

Note: At this point, the PI will be able to verify the user is registered in OKTA, via a new interface. 
 

1. As a PI User, login to VDRP and click on “OKTA Reg Users” under the Administration menu. 
 
 



2. You will be directed to the “OKTA Registered Users” page. Screen shot below. 
 

 
3. On the OKTA Registered Users page, the column “IsUserExistsInVDRP” has two flags: 

a. True: Meaning the user is registered in OKTA and is authorized for access to VDRP and 
can access VDRP application 

b. False: Meaning the user is registered in OKTA but is not authorized for access to VDRP 
and cannot access VDRP application. 

 
4. To set-up the RE User with access to VDRP, click on the user’s email, which is a hyperlink. 

You will be directed to the “Add New User” screen. Enter all required fields and click Save. 
 

Note: The RE User’s email will be pre-populated and cannot be edited 

 
5. After the RE User is set-up, they can continue to access the application as captured in part 3 of 

this document. 



2.2 Setting up FAA Internal Users in VDRP 
 

1. As a PI User, click on the VDRP URL https://vdrp.faa.gov/ 
 

2. After successful login lick on “Add New FAA User” under the Administration menu. (The link” Add 
New User will be renamed to “Add New FAA User”) 

 
 
 
 
 
 
 

 
3. The application will direct you to the following page to add the new user. 

https://vdrp.faa.gov/


Note: The FAA User’s email will not be pre-populated in this screen. 
 

4. Please fill out the required information (all fields marked with Asterix) and click on “Save” 
button. 

 
5. A confirmation message will be displayed on the screen and the user will be added to the VDRP 

application. (In production world/environment, an email will go out to users) 
 



Part 3: Existing VDRP RE User registered in OKTA and authorized 
in VDRP, Accessing VDRP 

3.1 RE user Accessing VDRP after added to the application by the PI 

1. Click on the VDRP URL https://vdrp.faa.gov/ and click on “Agree” from the below screen: 
 

 

2. Navigate to the Login Page and click and enter Email address 
 

https://vdrp.faa.gov/


3. Enter Password and click Verify. You will see the Option to select you validation method. 
 

 
 

3.2 Validate Using an Authenticator 

1. Select an option to enter code. 
 



2. Enter the code from your mobile device. Depending on the app that the user download and the 
phone type, they will see the following options. 

a. If using Okta Verify, following code verification page will display 
 

 
b. If using Google Authenticator, following code verification page will display 

3. Click on Verify and upon successful authentication the RE user will see the VDRP RE Landing 
Page: 



3.3 Landing Page View Upon Validation 
 
 
 

 
 

3.4 Existing VDRP users 
 
 

All existing RE users should follow the registration process outlined in Part 1: Registering and activating 
Okta of this document to access VDRP 
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